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arXiv.org > quant-ph > arXiv:1905.09749

Quantum Physics

[Submitted on 23 May 2019 (v1), last revised 5 Dec 2019 (this version, v2)]

How to factor 2048 bit RSA integers in 8 hours using 20
million noisy qubits

Craig Gidney, Martin Ekera

We significantly reduce the cost of factoring integers and computing discrete logarithms in finite
fields on a quantum computer by combining techniques from Shor 1994, Griffiths-Niu 1996, Zalka
2006, Fowler 2012, Ekera-Hastad 2017, Ekera 2017, Ekera 2018, Gidney-Fowler 2019, Gidney 2019.
We estimate the approximate cost of our construction using plausible physical assumptions for
large-scale superconducting qubit platforms: a planar grid of qubits with nearest-neighbor
connectivity, a characteristic physical gate error rate of 1073, a surface code cycle time of 1
microsecond, and a reaction time of 10 microseconds. We account for factors that are normally
ignored such as noise, the need to make repeated attempts, and the spacetime layout of the
computation. When factoring 2048 bit RSA integers, our construction's spacetime volume is a
hundredfold less than comparable estimates from earlier works (Fowler et al. 2012, Gheorghiu et al.
2019). In the abstract circuit model (which ignores overheads from distillation, routing, and error
correction) our construction uses 3n + 0.002n 1g n logical qubits, 0.3n% + 0.00054° 1g n Toffolis, and
500n2 + n? lg n measurement depth to factor n-bit RSA integers. We quantify the cryptographic
implications of our work, both for RSA and for schemes based on the DLP in finite fields.
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Simon 94 (p.56), f(z) = f(z & a), measured y has
—@— a-y =0 (equivalently > . aiy; = 0 mod2),

exponential speedup (2"/? — O(n)) to determine a
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@ Shor '94 (p.70), f(z) = f(z + r), resulting y is mea-

. 2
Zm—l p2mikry/2" ,

sured with probability p(y) =

1
2™m k=0
gives |y —2"/r| < 1/2 with p > .4, sufficient to determine

period r via partial fraction expansion, exponential speedup (n2”,exp{n” H = omh)).
(Note: replaces H®"|z) = 2,‘% E(ng{zn et Y|y} with Upp|z) = 2,‘% E(JSy-c:Z“ e2miy/27 |y )

Practical application is f(z) = b* modN, where b = a® modN is an encrypted message, from which d',

. a r -
satisfying ed’ = 1 modr, can be calculated, and d' recovers unencrypted message a = bd modN (in contrast

to using d, with ed = 1mod(p — 1)(g — 1), where N = pg and » divides (p — 1)(g — 1) = |Gpq|).
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Grover "96 (p.90), f(x) = 1 only for (m) marked value(s) x = a, uses “phase kickback”
to express Uy in terms of V = 1 — 2|a}{a|, and W = 2|¢}{¢| — 1 = H’x'n[:2|{'l){0| — l)H@'ﬂl

=207

is easily constructed. Applying £ ~ ] ;; times gives probability p(a) = 1 — O(m/2"), for
square-root speedup (2%/m — /2" /m ).



